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Bx#8%>) ( Federated Machine Learning )

global parameters
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: latest values of selected parameters cnccil
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H. Brendan McMahan et al, Communication-Efficient Learning o :1-_-=:=:: e
of Deep Networks from Decentralized Data, Google, 2017 i pa'am‘]:ers a;d gadenis 11,
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lﬁj:q:ﬁﬁ):ll“ }J_'\ Reza Shokri and Vitaly Shmatikov. 2015. Privacy-Preserving Deep
Learning. In Proceedings of the 22nd ACM SIGSAC Conference on
Computer and Communications Security (CCS ’15). ACM, New
WeBank York, NY, USA, 1310-1321.
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§X¥B¥>] ( Federated Machine Learning ) BJtARiHE

. R
o« TREYEYE Compression [KMY16]
« ELEL{E Optimization algorithms [KMR16]
« 2577515%H Client selection [NY18]
1%+ 5 Resource constraint, 10T, Edge computing [WTS18]

- RBIR
o RS TAIIS] Data distribution and selection [ZLL18]
o ME{L Personalization [SCS18]
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WeBank



(a) Original 20x20 image of hand-
written number (). seen as a vector
over R fed to a neural network.

(b) Recovered image using
400/10285 (3.89%) gradients (see
Sect.3, Example 2). The difference
with the original (a) is only at
the value bar.

(c) Recovered image using
400/10285 (3.89%) gradients (see
Sect.3. Example 3). There are
noises but the truth label 0 can
still be seen.

Fig. 3. Original data (a) vs. leakage information (b). (¢) from a small part of gradients in a neural network.

Le Trieu Phong, Yoshinori Aono, Takuya Hayashi, Lihua Wang, and Shiho

Moriai. 2018. Privacy-Preserving Deep Learning via Additively Homomaorphic

Encryption. IEEE Trans. Information Forensics and Security , 13,5

(2018),1333-1345

WeBank

ER IR T

Server A

e —

@
@ ||®

i

Database B,

€)

Database B,

| @ Sending encrypted gradients |

| (2) Secure aggregation |

| @ Sending back model updates |

Updating models

Database B,

*Q.Yang, Y. Liu, T. Chen & Y. Tong, Federated machine learning:
Concepts and applications, ACM Transactions on Intelligent
Systems and Technology (TIST) 10(2), 12:1-12:19, 2019




Secure Aggregation [BIK+17]

PN ]

. ﬁz\;’:ﬁ'{:/l:l\:g Secret share aggregated update Cloud-Hosted Mobile Intelligence Federated Learning Federated Learning with Secure Aggregation

- FATEME Robust to vanishing clients _

25 Local training

o TN ABESEMEE Individual gradient

A y
«—» T3>
not disclosed ¢ .E—)

o FIMEC{RRIZ honest-but-curious setting,
server does not collude with users

[BIK*17] Bonawitz, K., Ivanov, V., Kreuter, B., Marcedone, A., McMahan, H. B., Patel, S., ... & Seth, K. (2017,
October). Practical secure aggregation for privacy-preserving machine learning. In Proceedings of the 2017
ACM SIGSAC Conference on Computer and Communications Security (pp. 1175-1191). ACM.



BXFBF 3] 932K Categorization of Federated Machine Learning
fe[a]BXFS Horizontal FML PATEIBLFR Vertical FML

Data from A Data from A

Samples

Samples

Vertical Federated Learning

Horizontal
Federated Learning

Data from B

Data from B

J

’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’ Features--—--------------omommm Features
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E*’j_‘: B L T —
> A 1B /5 BAEERE (X) S (U Z)
n Qe !
1F!& : ~ HE -B88 - -58
> RE—AERSY V, Y)
SN
- B CRCENE
HEkk: \ e ur 9 80 600 U1 6000 600 No
> REXHZ’?:E;QQJ\J'\%@EE@ w2 4 50 550 U2 5500 500  Yes
> WAL S EE U3 2 35 520 Uk 7200 500  Yes
— Uusa 10 100 600 U4 6000 600 No
= . I Uus 5 75 600 us 6000 600  No
> Ygg ig?‘f%ﬁ:%ﬁﬁj U6 5 75 520 U9 4520 500  Yes
> IREITCIRAC ( LOSSLESS ) U7 8 80 600 U10 6000 600 No
Retail A Data Bank B Data
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RIFISFARYINBEFE S Privacy-Preserving Machine Learning

ML EENLTHE...

V8

-

sMeedbm N N
HIRLSE ZHRIR —ESRR
Honest-but-curious Zero knowledge Some knowledge
eeeee Server
Ad‘?;sary “/g
SEIZ:Z I\\ NG %
SR RS A T A
WeBank Adversarial Server Adversarial Client
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RRFARIF FRISATR

o BHLLITE Secure Multi-party Computation (MPC)

» [EZ&I0% Homomorphic Encryption (HE)

- WEREHEER Yao's Garbled Circuit
. F)BFILE Secret Sharing

« E=97F2%A Differential Privacy (DP)

WeBank
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Zh=E2itE (MPC)

Ran Cohen ,Tel Aviv University, Secure Multiparty
Computation: Introduction

WeBank
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Alice inputs a Bob inputs b

Function f

Garbled Circuit Protocol

Alice gets f(a,b) but
learns nothing
about Bob

Bob gets f(a,b) but
learns nothing about
Alice

HI% Yao’s Garbled Circuit Protocol (Andrew Yao, 1980s)

Oblivious Transfer
ag i

Alice Bob
dq | > d;

Steps
Alice builds a garbled circuits;
Alice sends her input keys;
Alice and Bob perform Oblivious Transfer;
Bob gets the output and sends back to Alice;
Alice and Bob learns nothing about each
other’s value.
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SecureML [MZ17]

BEFARIP TRIHLESZES] Privacy-preserving
machine learning for linear regression, logistic
regression and neural network training

MEHE  RIERE , AEE(EH Combine
secret sharing, garbled circuits and oblivious
transfer

FHEFT1TE Learn via two untrusted, but
non-colluding servers

Computationally secure, but expensive

- MPC
\\—= secret sharing
A

; =

[MZ17] Mohassel, P., & Zhang, Y. (2017). SecureML: A system for scalable privacy-preserving machine
learning. In Proceedings of the 38th IEEE Symposium on Security and Privacy (SP) (pp. 19-38). IEEE.

14




SecureNN [WGC18]

3-party or 4-party machine learning

Protocols for training and prediction of CNNs, DNNs and other NNs

Non-linear: private three-party comparison

Information-theoretically secure

o
“o

- O o—0
g O3] 1 =8
I .rttr’. (g_.g‘a "S(B
T & Split into SecureNN
14— > ————
¥ = 'k pm | secret shares Run training
—% '—.'—'} D ——
| | oo
Hospitals (data) 3/4 Servers Trained Model MLaaS

(secret shared)

[WGC18] S. Wagh, D. Gupta, and N. Chandran, “Securenn: Efficient and private neural network training,” 2018,
iACR ePrint Archive, https://eprint.iacr.org/2018/442.
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[RI7ZSINER Homomorphic Encryption

« £EESEFEFFEZ Full Homomorphic Encryption and Partial Homomorphic Encryption
- HUEEMEBY S E{RIP Data-level information protection

Paillier 2E[EZSINER Partially homomorphic encryption

Addition : [Tull + [[v]] = [[u+v]]
Scalar multiplication: n[[u]] = [[nu]]

* For public key pk =n, the encoded formofm & {0,...,n-1} is

Encode(m) =r" (1 + n) ™ mod n?

r is random selected from {0, ..., n-1}.

 Forfloat q=(s, e), encrypt [[a]] = ([[s]], e), here g =sB¢e, is base-B exponential representation.

Rivest, R. L.; Adleman, L.; and Dertouzos, M. L. 1978. On data banks and privacy homomorphisms.
Foundations of Secure Computation, Academia Press, 169-179.
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RIZSINEZRTENRBE S M Apply HE to Machine Learning

ﬁ * \ . . . .
@ ZBIRzLiE{El Polynomial approximation for logarithm Biioldimndwaible Hioiio

function 0 s

05
lo aju’ At .
g(1+expu)) Zf’ |
-1.5F \\_\
= LY
(@ INZ2i+E Encrypted computation for each term in the = |
polynomial function 25t
1 1
loss = loa2 == vw' x + = (W' x)? [Original]  f(u) = log(1/(1+exp(u)))
05 =100 2 WX 8 (W) Sl [Area min.] f(u) = - 0.0976419u? - 0.5u - 0.714761
1 1 [Taylor] f(u)= - 0.125u° - 0.5u - log(2)
— _)* T - T v)? ; R . A ) . ;
[[loss]]=[[log 2]]+ 2) [[yw X]]+8[[(W X)1] 3.5 P P . : - :

u

 Kim, M.; Song, Y.; Wang, S.; Xia, Y.; and Jiang, X. 2018. Secure logistic regression based on homomorphic
encryption: Design and evaluation. JIMIR Med Inform 6(2)

* Y. Aono, T. Hayashi, T. P. Le, L. Wang, Scalable and secure logistic regression via homomorphic encryption,
CODASPY16
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Private Federated Learning on Vertically Partitioned Data via
Entity Resolution and Additively HE [HHI*17]

« Y \[A53El Vertically partitioned dataset, one party knows label
- EEEER[{S28 =77 Trusted Third Party (TTP) needed as the key pair distributor

 Paillier addictively homomorphic encryption

T%J'E‘Té,%\\ 1‘%@1’9%5@ Hardy, S., Henecka, W., lvey-Law, H., Nock, R.,
Patrini, G., Smith, G., & Thorne, B. (2017).
Private federated learning on vertically

- Compute  C: Coordinator partitioned data via entity resolution and

’ additively homomorphic encryption. arXiv
Confiosntas: boundery preprint arXiv:1711.10677.

-

Sensitive messages
are encrypted .

A: Data Compute 3 B: Data
provider provider

Different features, many
shared entities

18
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ELEREIZSINER (HE ) , MEEHE ( Secret Sharing) SR /GBI
(Yao’s Garbled Circuit)

Protocol by HE [RJZSH | Protocol by secret Protocol by Garbled
= sharing f &= Circuit ;B /BRI

Computations TTERA X Vv Vv
Communications {&%ipk V X X

Z/N

Third party REE =71 X Vv X

Security &4 Computational security Information theoretic Computational security

security
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[EFARIPRYRE S SR

CryptoNet DeepSecure

* Leveled homomorphic encryption

* Yao’s GC

* Privately evaluate neural network

Ran Gilad-Bachrach et al. Cryptonets: Applying neural networks to
encrypted data with high throughput and accuracy. In Proceedings of

3 . . Figure 2: Global flow of DeepSecure framework including both off-line (indexed by rectangular icons) and online (indexed by
the 33nd |nternat|ona| Conference on Machlne Lea rnlng’ ICML 2016 ovalicons) steps. The operations shown in the left hand side of the figure are executed by the client (Alice) while the operations

on the right hand side are performed by the server (Bob).

Client Side Server Side

B. D. Rouhani, M. S. Riazi, F. Koushanfar, DeepSecure: Scalable Provably-Secure
Deep Learning, CoRR, abs/1705.08963, 2017.

MiniONN Chameleon GAZELLE [GV(C18]

* Lattice-based packed addictive HE for linear layer

» Offline lattice-based AHE * 3-server model
* Garbled Circuit for non-linear layer
* Online GC and secret-sharing ° trusted third-party dealers * Three orders of magnitude faster than CryptoNets [DBL*16]
Jian Liu et al, Oblivious Neural Network M. Sadegh Riazi et al. Chameleon: A hybrid ——
Predictions via MiniONN transformations, secure computation framework for
In Proceedings of the 2017 ACM SIGSAC machine learning applications. Cryptolugy _,[ L;g;g; ]_,[N""L;;gfaf] [ L;g;g; J_,[Nf’"ug:gfaf ]_,
CCS 2017 ePrint Archive, Report 2017/1164, 2017. (FHE) (2PC) (FHE) (2PC)

https://eprint.iacr. org/2017/1164. instance e



= fIET

For any two datasets D and D’ differing in a single
item and any output O of function f,

€ controls the tradeoff between accuracy and privacy

Pr{f(D) € O} < exp(e) - Pr{f(D") € O}

MNIST, CNN, Round Robin, N=150,
64=1, y=0.001, ©=0.0001

o
promi e @ @ e 8 -4
09 | X g
> L P
g °° A
< 07p SGD ——
) ) 0,=1 -
B,=0.1
0.6 b~ e 0,=0.01 - @
" 8,=0.001 --=-
Standalone --o---
0.5 L .
0.001 0.01 01 1 10 100

Privacy budget per parameter

Reza Shokri and Vitaly Shmatikov. 2015. Privacy-Preserving Deep Learning.

In Proceedings of the 22nd ACM SIGSAC Conference on Computer and
Communications Security (CCS ’15). ACM, New York, NY, USA, 1310-1321.

0.95
.90

£ 085

g 100 clients, non differentially private
< 050 — 10000 clients, differentially private
= 1000 clients, differentially private

100 clients, differentially private

o oY

X 10 G 10 120
Communication round

Figure 1: Accuracy of digit classification from non-1ID MNIST-data held by clients over the course
of decentralized training. For differentially private federated optimization, dots at the end of accu-
racy curves indicate that the d-threshold was reached and training therefore stopped.

* From 100 to 1,000 clients, model accuracy does not
converge and stays significantly below the non-
differentially private approach

Robin C. Geyer, Tassilo Klein, and Moin Nabi. 2017. Differentially Private
Federated Learning: A Client Level Perspective. CoRR abs/1712.07557

(2017)
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E*’j_‘: B L T —
> A 1B /5 BAEERE (X) S (U Z)
n Qe !
1F!& : ~ HE -B88 - -58
> RE—AERSY V, Y)
SN
- B CRCENE
HEkk: \ e ur 9 80 600 U1 6000 600 No
> REXHZ’?:E;QQJ\J'\%@EE@ w2 4 50 550 U2 5500 500  Yes
> WAL S EE U3 2 35 520 Uk 7200 500  Yes
— Uusa 10 100 600 U4 6000 600 No
= . I Uus 5 75 600 us 6000 600  No
> Ygg ig?‘f%ﬁ:%ﬁﬁj U6 5 75 520 U9 4520 500  Yes
> IREITCIRAC ( LOSSLESS ) U7 8 80 600 U10 6000 600 No
Retail A Data Bank B Data

WeBank
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T2 EN Security Definition

 All parties are honest-but-curious.

* We assume a threat model with a semi-honest adversary who can corrupt at most one of
the two data clients.

* For a protocol P performing (0,,0;)=P(l,,15), where O, and Og are party A and B's output
and |, and I; are their inputs, P is secure against A if there exists an infinite number of
(I'5,0's) pairs such that (0,,0'5)=P(I,,1'g).

* A practical solution to control information disclosure.

WeBank
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BXFBZ I ZE St Architecture of Vertical Federated

Learning

Federated model

o K2R
/ O
Model A
o= g D
O O C Encrypted model training
O O
I Encrypted entity alignment

|

Corp A No data exchange

 Each Site Holds
Collaborator Own Data

®
QX\ | * Performance is
LOSSLESS
Data

e Solution for

@ Sending public keys Common Users

@ Exchanging intermediate results

@ Computing gradients and loss

Updating models

WeBank

b
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BSFARIP T ABUFEASIDPLHR privacy-Preserving Entity Match

« Party A and B learn their overlapping IDs but nothing else

l R | e
[ }
i < > i

Party A Party B

.

WeBank
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ISFAFRIP TRUFEAIDICER privacy-Preserving Entity Match

Party A Party B

E:,-J%

o

——

X,: {ul, u2, u3, ud} RSA + Hash , 4 Xp: {ul, u2, u3, u5}
&

public key: (n, e) RSA i n, e d

Vy={r**Hu) [u€X, r rand} v, = {r°H(ul), r°Hu2), r*H(u3), r¢H(ud)} Za=

(reH(ui))%=r*(H(ui))? % n
| réH(ui) € Y,}

DA=

{H(r*(H(ui))?/ r) =H((Hi)?) | Za, Zp
r*(H(ui))% € Z4} <

Zg ={H((H(u)?*) | u € Xp}
|=D, N Zg

= {H((Hu1)%), H((H(u2))%),
H((H3))%)}

|, Zp=>{ul, u2, u3
{ul, u2, u3} B =>4 }

26



ISFARIF T ADIIEREEZ: Linear regression

A
' E O.x? +0pxE —u:|)? + Z(104])% + ||O5]2
Eﬂ%lﬁ _ || AX; BX; y:|| 2(” A“ || EH]

1

A _ A
u; _B,q;rl.*u

B

i

_ B
—'E'-'EI!.

L0 = 1+ uf =) + 214l + 1051
(111 = [TufT) + [[u? - ]

a.L
56115 Z [[di1lx* + [[204]

2L -

56 Z [1d:11xf + [[205]]

WeBank
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(
yb
Party A

1. Compute:
uf = @4x =0{x +04x5 i€D

2. Compute and encrypt:

[[uf‘]] i €D and [[EieD ((uf)z) + %ﬂj”

WeBank

Coordinator C

o-|

pubﬁbﬂ*e.}’

ID list

1001,1002,1003,1 U[H,}
1005,1006

Party B

3. send [[u;“]] i €D and [[ZiED ((usz) +%@ﬁ” to B

28
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Party A

Coordinator C

ID list

D— {1nn1,1uuz,1ﬂﬂ3,1un4,
o 1005,1006

Se
My, .

()

Party B

S

Send all [[d;]] to A

compute loss [[L]]

compute residual |[4]|, foralli € D

29



Coordinator C

\OC
A\
0¥
[N XN . Q&é@
\9 ID list 7
o o)
o C
D= {1001,1002,1003,1004,} m (D
Qy‘) B 1005,1006 S 4
Party A Party B
compute local gradient laﬁlﬂﬂ [[g#]] + [[ mask4]] compute local gradient [593” = [[g®]] + [[ mask?]]

WeBank
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Coordinator C

mask4
$606 9 ID list lop o
‘) 1001,1002,1003,1004, 9
v b= { 1005,1006 } &l O

Party A Party B v
update parameter 04 update parameter 08

dL dL
04 =04 — (W—maskﬂ) G'BziQB—n(W—maskB)

- BN ESELHAERS S HEHEFFLE.
- B1MES5HREZBECNRESE (FRE)

\

\

WeBank
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WeBank

u’ = 01x] + 03x;

encrypt u? as [[u“‘]]

step 2

Coordinator C

compute [[y]] = [[‘u.‘q]] + [[’"-B]] = [[Gi‘x‘i‘ + 0%x5 + Gfxﬂ]

[[¥]] decrypt: y = 04x] + 04x5 + 05x5

compute u? = @%x%

encrypt u® as [[HB]]

step 2

32



Cullaborzor

Aa&EEE=R?

@ Sending public keys

Yes ! @ Exchanging intermediate results

@ Computing gradients and loss

Updating models

b

WeBank



R RREE

(D P Publickey of A

)
,,;)

Party A

&5 Public key of B

@ send [uf'] and [L%], to B

@ compute uf = 0,x,
2\ | A
14 = Biep (u)”) +2 63

encrypt [uf] , [L%]4

WeBank

34



R RREE

ﬂ @send L+ M5], —+RB] and [[d]4], to A m
. il

Party A @ Send L + M%, —— So- T RP AD [[ aL] to g PartyB

®

[L+MB], —»L+ME @ compute
| #ld

I+ [567
— 4+ RB| ->—_+RE B
[a@B * ] ” a@B *

L
Compute l E]A]
B

WeBank
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R RREE

WeBank

@ send [%]A to A

e

Party B

L+MB L
0L, 5, OL
905 96,
ol | b,
QB — @B -

B Va@B
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(Pt i: 3L RS

» Suppose a new user ID arrives at Party B,

re

Encrypted ID matching

S

Sends sub-model
score U,

Party A Party B

Found ID ?

Sends end signal

- K

WeBank

“ A

4 N

Step 1
Party B sends encrypted ID to A

N
Step 2

_ Party A and B compute local results

e N
Step 3

Party A sends its results to B

Add sub-model
scores Up,+Uy .

37



2D

e Security against third-party C
e All Clearns are the masked gradients and the randomness and secrecy of the
masked matrix are guaranteed

e Security against each other
* Party A learns its gradient at each step, but this is not enough for A to learn any
information about B

* Inability of solving n equations with more than n unknowns

e Security in the semi-honest setting

WeBank
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SecureBoost
1 [SFAGRIF TN AIFEARIDICHELD Privacy-Preserving Entry-id Match

2 BA&E 3] Collaboratively learn a shared gradient-tree boosting model
e using the summation of encrypted gradient to determine the best
split over different data owners

Contribution: lossless meanwhile secure

SecureBoost
Sub-Model 1 Sub-Model 3 Sub-Model 2
ﬁ «—= |Intermediate Computation Exchange « c{\f «——» Intermediate Computation Exchange « "<
<) o)
Privacy-Preserving Entity Alignment Privacy-Preserving Entity Alignment
Confidential Confidential
- ; Info. Exchange Info. Exchange
Passive Party 1 Active Party Passive Party 2

Kewei Cheng et al, SecureBoost: A Lossless Federated Learning Framework, https://arxiv.org/abs/1901.08755



https://arxiv.org/search/cs?searchtype=author&query=Cheng%2C+K

BXFBF 3] 932K Categorization of Federated Machine Learning

fEEERFES Horizontal FML Z\B]ELFES Vertical FML v

Data from A Data from A

Samples
Samples

Vertical Federated Learning

Horizontal
Federated Learning

Data from B

Data from B

J

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Features ——------~~----wr----rr--eemeoemsesessesesooooees Features

- BUESHHIEREER - HUESEAIDIER

WeBank 40



- BFIDFFHERBEBNLTEEA73?

WeBank
& moms

HEE -89 i&

(V; Y)

WeBank
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Samples

Federated
Transfer Learning

Features
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Federated Transfer Learning

SEIRGRIP

AP EEFA TRIFTIASE

WWeBank
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1EFZE S Transfer Learning

Drivers of ML success in industry

Supervised learning

.+ Transfer learning

Commercial
success

driver of ML

success.”’
Unsupervised learning

- Andrew Ng, NIPS 2016 tutorial

S. Ruder , Transfer Learning - Machine Learning's Next Frontier

WWeBank
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FEFINZ: 4TS

* Objective
source
input
target
input
WeBank

L = Lgource T Ldistance

tied layers

/—/R

adaptation layers

A\ 4

source
classifier

domain distance
minimization

v

A
- N
I I [ ] I
I I [ ] I
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WeBank

Dp:={(x7 )} 21

target domain

source domain

Da: = {(xf ¥)} iy
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B FERE RIS ZE A General Heterogeneous Transfer Learning Approach

‘P{Hf} — :;:(u{’-! yiﬂ- .--“-fa:lrﬂ-. yﬂrﬂ ! ?{fj.

. By __ 1 Na A, By
For example, a translator function 99("1; ) = Na > “h'z u; (ﬂj )

Without loss of generality, assume linearly separable, a,:{uf) = @-"‘Q(-u.:?}

Prediction Loss argmin £, = Y _ A (y, o(uf

e4.68

—

For example, logistic regression #1(y. ¢) = log(1 + exp(—yyp)) " "
Noas 01 (y, @) = 6 (y,0) + gﬂ*(y}aﬂ + 3 D()¢”

Alignment Loss argmin L2 = — Y fa(ui’, u)’) s

g {:}-'1-1(—}3 g ""[y] _ d'f:' |-,'.':?—”1 ﬂ[:y} _ d'f:'"; |'\-,'-'}—“
For example —ufM(uf) or ||uf —uP||% af 1 1

95 = 3w+ 1 Dy)e
: - A B A, A B (., B A, By Uy
Without loss of generality  fo(u.u) = €5 (uf') + €5 (uy) + kui (uy’)
A
Total Loss argmin L = £, + vLy + - {E + L)
gA_gi
I ¥

WeBank ‘Cf = 2" ||31E||'}j?
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Vertical Federated Transfer Learning

N,
— Yi s (‘ Y; A up ( uB uB , duP
[£]] = 2; [61(y, 0)]] + 5 C(y") 2 [[G (ud)]] “dgéﬂ E: d(G (Bi)g( )[HS (m:K@A)@AH%@%
<D GP)) G (@) | |
+ < D(y; Uu; u; ’ G (uB) HuB
+Sgeuren 2o
+ Z (165 (u?)]] + (165 (uM)]] + mud [[(wP)]) Nm i? 9B (uP)
N + 3 (gt + (0250 + [AoF)
+5L51 + [I5£:7T]
oL Al A)pA[ B
AR ZZ Gy G

Security Proof based on the inability of do4 dult

+ 5(;'(g,rg")[[Q(u? )

solving n equations with more than n du?t 06"
unknowns. Nap Ag, A
Bu oty (ul) A
#7 3 (euP gt + (g1 + [Aof
WeBank
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ZF BT Architecture

Source Domain Party A Target Domain Party B Step 1

Party A and B send public keys to each other

" 000 .. 000 "
00 .. 00 Step 2

Parties compute, encrypt and exchange
u

Step 3

A LA Ka Kg

a (10 G,y D]y ULRCRl a Parties compute encrypted gradients, add masks
— " [[gA+m‘4]B [[Loss]]g and send to each other

§
| gPm? |

éA Loss G

WeBank
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=B (1)

\*P Public key of A
P ,Q;) Public key of B m 'P

Party A 3. Send {hllg(ufl' qu)}kﬂ,___,KA to B Party B
1. compute uf' « Net?(0y4, x{)

2. compute and encrypt:{hf (ufl,yiA)}k:l Ka

WeBank
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tRELIIEx (1)

e
i

Party A 3. Send {hg(u{g )}kzl,___,KB to A Party B

1. computeuf « Net®(0p,x})
2. compute and encrypt:{hZ (uf )}

k=1,...Kp

WeBank
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=EIZR (111)

3A. Send [L]g, [—+m ] to B

o

o

a

Party A
3B. Send [;TLB + mB] to A
A

1A. Create random mask m?

oL

2A. Computes and encrypts: [L] [a o

+ mA]
B

WeBank

Party B

1B. create random mask m?

2B. Computes and encrypts:[(% + mB]
B A
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=EIIZR (1V)

IOL | mB
2A. Send Sor +m” to B n
Party A :
y 2B. Send ;TL +mAF1LtoA Party B

A

1A. decrypts : [;TLB + mB]A - ;TLB +mB 1B. decrypts : [;TLA + mA]B - ;TLA +m#

oL oL [L]s — L
3A. Remove mask:a +mi > 3o,

oL oL
3B. Remove mask:— + m?% - —
603 6@3

WeBank
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t=EIIZR (V)

o
—

Party A Party B

oL oL

updates : @, = 0, — yE updates : O = O — )/E

At the end of the training process, each party remains oblivious to the data structure
of the other party, and only obtains the model parameters associated with its own
features.

WeBank
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TRBEE R

* Suppose a new user ID arrives at Party B

Step 1
64 6B Party B computes and sends intermediate
A B
000 .. 000 - 000 .. 000 BT

Y I X
Step 2

@ g [.. . . uA uB Party A computes encrypted result, adds

mask and send back to B

(6] a Step 3
_"-M_: Party B decrypts masked result and sends
| | back to A
oB)+m
; ' @
ou?) yB

WeBank
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TREERR (1)

o
—

Party A Party B

3. sends [G(uf)]B to A

1. Computes u]B = NetB(QB,XJB)

2. Computes G(uf) = (uf)T , and encrypts

WeBank
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TREERR (11)

3. send [p(uf) + mA]B to B

Party A

1. Create random mask m4

2. computes [(u]) + mA]B

WeBank

Party B
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TREEERR (111)

5. send y]B toB ' .

Party A : Party B

2. Send ¢(uf) + m?toA

3. Unmask <p(u]B) +m4 > cp(uf) 1. decrypts: [cp(uf) + mA]B - go(u]B) + m4

4, cp(uf) —>ij

WeBank
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{ii¥3 Advantages

« ST MERIAEE No exposure of raw data
« B HRBEEIREGERIINZZI No exposure of encrypted raw data
« 183 =73 No Third Party

o fRBYJ | J-Fimsk Almost lossless accuracy

WeBank
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BRI E(E Performance

The NUSWIDE data
set : low-level
features from Flickr
images, their
associate tags and
ground truth labels

2-layer neurons (128,64)

1-layer neurons (64)
0.75 e B TP DL
N R Ny Al 0.70 2.0 T - 0.7
—— loss_Taylor 0.65 % 1.5 .-"r —— loss_Taylor 0.6 %
T I —e- fllig o . i —-- fllg o
2 f',* -~ f1_Taylor 060 5 g 101 -~~~ f1_Taylor =
10{ | 0-5-"% os{ /| 0 %‘
! = s =
g 0.50 0.0 4 I_.-:: s
] ! 045 o5/
0 100 200 300 400 500 600 700 800 0 100 200 300 400 500 600 700 8OO
iterations iterations
tasks samples N, TLT TLL LR SVMs SAEs
water vs other 100 0.692=0.062 0.691 =0.060 0.685=0.020 0.640=0.016 0.677 =0.048
water vs other 200 0.702=0.010 0.701 =0.007 0.672=x0.023 0.643 =0.038 0.662 = 0.010
person vs other 100 0.697 =0.010 0.697 =0.020 0.694+0.026 0.619 =0.050 0.657 =0.030
person vs other 200 0.733=0.009 0.735x0.010 0.720x0.004 0.706 =£0.023 0.707 = 0.008
sky vs other 100 0.700=0.022 0.713=0.006 0.694=+0.016 0.679=x=0.018 0.667=0.009
sky vs other 200 0.718 = 0.033 0.718=0.024 0.696 £0.026 0.680 £ 0.042 0.6841 = 0.056

Table 1: Comparison of weighted F1 score of transfer learning with Taylor loss (TLT), with logistic loss (TLL) and self-learning

with logistic regression (LR), with support vector machines(SVMs), and with stacked auto encoders(SAEs).

[NUSWIDE dataset] Chua, T.-S.; Tang, J.; Hong, R.; Li, H.; Luo, Z.; and Zheng, Y. 2009. NUS-WIDE: A real-world web

WeBank

image database from national university of Singapore. In In CIVR.
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ZE(#TE Scalability

140 - —@— #samples =5 100 | =@ #samples =5
27.54 =@~ #samples = 10 =@— #samples = 10
=@— #samples = 20 =@~ #samples = 20
120 25.0
80 4
22.5
= 100 5 =
3 2 =
S S 200 <
@ o o B0
n n ‘1’
- 80 o -
2 g 175 v
= = E
15.0 =
60 - . 40 4
12.5
40
10.0 ~ 204
20 - T T T T T T T T T T T T T T T
60 70 80 90 100 110 120 130 140 5 10 15 20 25 30 . . . . . . :
# overlapping samples # features 10 15 20 25 30 35 40
d

- INFBEEERTINBEERRATMES;
- HiEEMSEIRSRIEL;
- FBESERNERRERE (SEE ) KIEL

WeBank
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RINSHFEPESELD?

XA
|
|
Xt X = X3
|
|
|
Samples :
XE == XP XB
|
|
|
|
|
|
Xp

Features

WeBank
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- RJEFFIEHEIEA

63



Feature-based Heterogeneous FTL ( HFTL )

[ Step 1 : Private transfer learning ] Algorithm 3 Secret Shared HFTL: Training
Require: Datasets of K source domain parties { Dy} k.
(X kfm} = (™) Xk) dataset of the target domain party D;, learning rate 7);
c,C 1“3

1: Each source domain party Si performs Beaver triples

generation with the target domain party 7.
[ Step 2 : Private federated learning } 2: Each party train local feature transfer models
3: fork=0,1,..., K do
Party Feature space Label 4: Sk anq T juint]-).r perform missing features estimation
—3 = ST s following equation 2;
S X, X: (X=>4) | Y 5: fori=0.1,...Mdo
T T.8 T v T 6: Party .S; and 7" perform:
! (X"7) Ae Xc Y 7 Compute secret shared gradients
_ _ ) S, (VE((w;), Dy, (X5:TY)), update with
(H,’} — ‘(H_?> — n{vﬁ(?’ﬂt? _L]k._, {X })) (w) — (w) — n(VE(w;, Dy, (XS,,QP;:[));
8  end for
) ) i 9:  Party S, and T perform private model integration over
[ Step 3 : Private model integration ] (6% and (w);) following equation 7

10:  Party S; sends (wh.)s, to T

(wh) = [((0%) - (ws,) + (we))  (we)]” l: T reconstructs wf
13: T' obtains an averaged ensemble model wy =
% Z.{::u wi
K

WeBank y=>»_ fluwf, X)

i=1
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> 0.75 1 < . T o
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S 0.70 " ~.. "’a 5 0.875 J ~o |-
] ~ i 0
< 065 T £ 0850
-e- HFTL —e- HFTL
0.60 1 -%- COMMON 0.8251 -%- COMMON
055 -#- Local LR 0.800 4 -#- Local LR
Local SVM Local SVM
0.50 ‘ : . : : ‘ ‘ . 0.775 ‘ ‘ . . ; . . ‘
5 10 15 20 25 30 35 40 5 10 15 20 25 30 35 40

Number of Labeled Instances

Number of Labeled Instances

Spambase WDBC
Secret Sharing
0.035 -
-x=-- Computation Time
0.0301 —-4-- Communication Time
Total Time Per lteration
5 0.025 -
S e c 4
&&gttiﬁ g 0.020 - ead
@ I e
v 0.015 1 -7
E I
F 0.0101 -
| | - - A
0.0054 I SR IRt
*.:: -
0.000 - : : : : .
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BX#P#>] ( Federated Machine Learning ) HI#tEk

tRBIINER [BVH+18] FURTGEHAPL7]

benign participants

(" userC

(userB
‘user A

Federated
Averaging 4
OB .
constrain Victim User B User N
and ;
®
User 2 Adversary User
Fig. 1: Overview of the attack. The attacker compromises one () Collabormtive Learaiig

or more of the participants, trains a model on the backdoor data
using our new constrain-and-scale technique, and submits the
resulting model. After federated averaging, the global model
is replaced by the attacker’s backdoored model.

Briland H et al. 2017. Deep Models Under the GAN:

Eugene B et al. 2018. How To Backdoor Information Leakage from Collaborative Deep Learning

Federated Learning. arXiv:cs.CR/1807.00459
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BX#P#3) ( Federated Machine Learning ) Bt REER
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Federated Learning §ii
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BRAPZ TR EE 15% RN RIIAX

(Centralized model vs federated model)

PascalBoxes_Precision/mAP20. 510U 0 85 Lossless between Centralized training and Federated training
10 . 1 1 1 1 1
o Local Model : : : : :
wem Federated Model I I 0.830 I I I
+15. 714% +6.152% o 0.825 T T H |
+20. 284% | ] | | |
7 o8 214804 08 0.78 | i i | i
084 +20.202% o 0500 : i : : :
070 ' | i | i i
: : : : : 0.787
0777
0.775 | ! ! ! :
061 1 1 1 1 Y 767
1 1 1 1 1
g | i | | |
g om0 | : | | |
2 | ! | | |
0.731 | 1 1 1 1
047 0725 | i | | |
| i | | |
gk | : | | |
703 I | | |
0.700 + : : : : :
0.24 1 1 1 1 1
1 1 1 1 1
| 1 | | |
0.673 & : | : : !
I 1 I I [ Federated Training
: : : : B Centralized Training
00- 0.650 1 ‘ 1 L T L ‘ : :
camera_1 camera_2 camera_3 camera_d camera_5 camera_b

camera_! camera_2 camera3 camera camerad canera 8

« 7 class : {table, chair, carton, sunshade, basket, gastank, electromobile}
« 6 cameras, 1,922 images
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fTwEE IEEE Standard P3652.1 — Federated Machine Learning

Title

Guide for Architectural Framework and Application of
Federated Machine Learning

IEEE—SA P3652.1 Federated Machine Learning

Scope
® Description and definition of federated learning
® The types of federated learning and the application
scenarios to which each type applies
® Performance evaluation of federated learning
® Associated regulatory requirements

(e FE €4 Tencent > d

Call for participation CHINA TELECOM JD.COM SRR

* More info: https://sagroups.ieee.org/3652-1/

(SF 4Paradigm @ SwissRe

L. . "l MMSE N
IEEE Standard Association is a open platform and we are

welcoming more organizations to join the working group. A 7

I~intech

BEEmM MR



https://sagroups.ieee.org/3652-1/

[1E¥5 ] The 1st International Workshop on Federated Machine
Learning for User Privacy and Data Confidentiality (FML'19 , 1JCAI19)

2= FML_contact@fedai.org

rmzmsﬁm | ,, EEEHHE:

'Aug 10-12, 2019, Macau i@i%ﬁﬁg B ;Q\;EJ: 2019,5,12

W CEUW EH #: 2019.6.10
2 % 7 B #E: 2019.8.10-12

-1
-
-
-
Lo
-
-
-
-

£
L I8

B W A8 18 UK % # 72 IEEE Intelligent
Systems #F Tl & & . 7 /b2 VAT X407 & Best
Paper , Best Student Paper #7 Best

Presentation & T,
S M HE: http://fml2019.algorithmic-crowdsourcing.com/
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Home Technology Solutions

RiEBAIHIPLER

‘F'ederated Al Ecosystem

Collaborative Learning and Knowledge Transfer Preserving Data Privacy and
Confidentiality

White Paper

F2Z(5E . https://www.fedai.org/
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Federated Al Technology Enabler ( FATE)
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Github : https://qgithub.com/WeBankFinTech/FATE
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Pkik Challenges in developing areal-world Federated Al
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Federated Al Technology Enabler

FATE Workflow -

FATE FederatedML Functions -

EggRoll -

Federated Network -

WeBank
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Overview

FATE-Board

FATE Workflow FATE-Serving Manager Platform Suite

Sample Alignment Multi-type API

Federated Feature Engineering
Online Inference

Federated Model Trainig/Inference

Workflow Lifecycle Manager Model Publish -

FATE FederatedML Functions
R : Federated Network
EggRoll: Distributed Computing & Storage Cross-Site Networking

Device

Data Access Data Adapter
CPU Clusters GPU Clusters

HIVE MySQL Amazon S3 CSvVv

Level DB HBASE HDES Andriod / 10S

WeBank




FATE FederatedML Functions

. Secure Secure Federated Secure Secure

Federated L . o . .

. . Scalar

MPC Protocol HE??;?&:EEIC Secret-Sharing Oblivious Transfer Garbled Circuit

Eggroll &
Federation Map MapPartitions | MapValues Reduce
API

WeBank
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EggRoll — The Infrastructure

« YmiEfESR
+ EggRoll API : HAIEZFARZE |, IBIZAPISCIH

API
SR oeta S

. 3 T2
R

« BREEI— o HhIliEMNEE
- Roll
- TRER

Resource Task Manager
° Y A %- S F A '=|:'| :
g AR
1’5% Aggregator

- Egg: itH. FESIZE

Egg

Node Manager Computing Engine Storage Engine

85
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Federated Network— The Infrastructure

- JmiEtESR

. Federation API HEREEFAZ , EBIJAPISCI] _

-‘-731:11;/]
B E BSAES

« TREER

« Meta-Service: JTEEEIE Meta

* Proxy: N FEEXIBF > HEH Service

« Federation: Global Object ( i.e. data to be

/

Security

‘federated’ among parties ) FSFOISCIN
* FATE-Exchange

86
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Meta Service

‘

/- 10

Federation Service

Other Parties
or
FATE Exchange
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H 47 E Basic Process of Developing a Federated Al Algorithm

© - @ - 66 - ©

EE—MEFIFTE

RIFZHREITEMY
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BRI FATE INBREX& EH1

Secure Intersection for Sample Alignment

Vertical-Split Feature Space Federated Learning
» Secure Logistic Regression
« Secure Boosting Tree
» Secure DNN/CNN ( Coming Soon )

Horizontal-Split Sample Space Federated Learning
« Secure Logistic Regression
* Secure Boosting Tree ( Coming Soon )
« Secure DNN/CNN ( Coming Soon )

Secure Federated Transfer Learning

WeBank
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WorkFlow Example

def run(self):
self._init_argument()
. self.workflow_param.method == "train":
Iﬂzuw train_data_instance = None
. Z'_EMH%;B% I%gﬂ{q:}j:lﬁ}lﬂzlﬁ predict data instance - None
self.role = consts.ARBITER:

* Zﬂ{fli train data_instance - self.gen data instance(self.workflow _param.train input table,
. %;&@ﬁé{,tgﬂﬁ:’ e ork e i e seLf.;«jorkflow_pa[Jacm.trii;_input_namesgiflci). t
" . self.workflow_param.predict_input_table None self.workflow_param.predict_input_namespace
* éﬁ)ﬁ}]ﬂiﬁﬂiﬁﬁgﬂﬁi predict data_instance - self.gen data instance(self.workflow _param.predict input table,
. mgﬁ“ ﬁjlmugﬂﬁ; | | . I . seLf.w?rkflow_param.predlct_lnput_namespace)
R self.train(train data_instance, validation data-predict data instance)
- THEEM
+ def train(self, train_data, validation_data=None):
y 1‘;’_3.21%??Zﬂ1¢ self.model.fit(train_data)

self.save_model()
self.role consts.GUEST self.role consts.HOST
self.mode consts.HOMO:
eval_result {}
predict_result self.model.predict(train_data,
self.workflow_param.predict_param)
train_eval self.evaluate(predict_result)
eval result[consts.TRAIN_EVALUATE] train_eval
validation_data None:
val_pred self.model.predict(validation_data,
self.workflow_param.predict_param)
val_eval self.evaluate(val_pred)
eval result[consts.VALIDATE_EVALUATE] val _eval
WeBank self.save_eval result(eval_result)




FederatedML Functions Example

¢ Q}AHLREEF_H \ﬁ_bl«-l_g class HeterolLogisticGradient(object):
- EXBEMRKITEAT

. s def compute fore gradient(self, data_instance, encrypted wx):
'LX'L-l_ Iﬁ#ﬁrﬁﬁ fore_gradient = encrypted wx.join(data_instance, Lambda wx, d: ©.25 “ wx - 0.5 © d.label)
- 1@IdEggroll API SCI 70T, fore_gradient

ﬁ?,}_‘_ERA$[H:J\9§'L-|—%' def compute_gradient(self, data_instance, fore_gradient, fit_intercept):
feat_join grad = data_instance.join(fore gradient, Llambda d, g: (d.features, g))

f = functools.partial(self.__compute_gradient, fit_intercept=fit_intercept)

gradient _partition = feat_join_grad.mapPartitions(f)

gradient - HeteroFederatedAggregator.aggregate mean(gradient_partition)
gradient

def compute gradient_and_loss(self, data_instance, fore_gradient,
encrypted wx, en_sum wx_square, fit intercept):

gradient = self.compute gradient(data_instance, fore_gradient, fit_intercept)

half_ywx = encrypted_wx.join(data_instance, Llambda wx, d: ©.5 * wx * int(d.label))

half ywx_join_en_sum wx_square = half ywx.join(en_sum wx_square, lambda yz, ez: (yz, ez))
f = functools.partial(self.__compute_loss)

loss_partition = half_ywx join_en_sum wx_square.mapPartitions(f)

loss = HeteroFederatedAggregator.aggregate mean(loss_partition)

gradient, loss

WeBank



Federation APl Example

« Y\ELREBEMSERS
- EXFEXEEEHE (json BENH , HUEIRFIBRIME )
- SEREERBEEE—IRRA
- Federation API SERitEER BEERRIKA

"HeteroLRTransfervariable™: - o
St rmne el b=t o B self.transfer_variable HeteroLRTransfervariable()

“"src": "host"™,

"df;:;s£" federation.remote(guest_gradient,

1 name=self.transfer_variable.guest gradient.name,
s . . tag=self.transfer_variable.generate_transferid(
fore_gradient™: { — . — nc

"srcT: "guest™, self.transfer_variable.guest gradient,

"dst™: [ self.n_iter_,

] ho=t™ batch_index),

= rolLe=consts.ARBITER,
"guest gradient"™: { idx @)

“"src": "guest"™,
“"dst": [
"arbiter™

1
"guest_optim_graaient”: { optin guest gradient - federation.get(nane-self transfer variable.guest optim gradient.name,

“"src": "arbiter',

"dsee: [ tag=self.transfer variable.generate transferid(

. self.transfer variable.guest optin gradient, self.n iter

"host_loss_regular™: {

e 1'[;':0“" - batch_index),
; )
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Questions
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